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Abstract. The conducted studies have shown that cascade code constructions are a promising direction for the
development of the theory of noise-resistant coding, and the improvement of methods and algorithms for ensuring the
required noise resistance of discrete message transmission.

The purpose of the research is to increase the noise-immunity of transmission of discrete messages based on the use
of cascade code structures with improved properties in information systems and special purpose networks, including
control and communication systems.

This goal was achieved by applying the expediment of code algebra, Galois field theory and number theory to develop
and study cascade code constructions with enhanced properties; expediments of statistical communication theory,
probability theory and mathematical statistics to study the interference resistance of discrete message transmission
using cascade code constructions; expediments of automata theory and complexity theory to develop proposals for
implementing cascade codes with improved properties and to estimate the complexity of algorithms

The solution of this goal is realized through the solution of partial tasks, namely: the development of a simulation
model of a discrete message transmission channel; the study of an improved method for constructing cascade code
structures with improved properties, the procedure for their synthesis and software implementation; the studying
an improved decoding expedient based on a computational algorithm for decoding cascade code constructions with
an iterative exchange of soft solutions with software implementation; and analyzing the interference resistance of
discrete message transmission using cascade code constructions and substantiating practical recommendations for
their implementation.

The developed simulation model of the transmission channel of discrete messages made it possible to carry out an
iterative procedure of statistical testing of the received code sequence for an empirical assessment of the probability of
an error per bit at the output of the decoder at a given limit of the confidence interval.

Scientific novelty. An enhanced procedure for estimating the probability of false reception of message symbols at a
fixed signal-to-noise ratio.

Practical significance. Experimental studies of the effectiveness of cascade code constructions carried out using the
developed simulation model have shown that the practical application of the developed decoding method with iterative
exchange of soft solutions allows to provide high noise immunity for the transmission of discrete messages.The
empirical dependencies obtained as a result of modeling converge with the known results of solving similar problems
and allow us to formulate recommendations for their use in cascade code constructions.

Key words: transmission channel; noise immunity code; turbo code; soft coding; cascade code construction.

Anoramnis. [IpoBeneHi T0OCTiPKEHHS MOKa3ally, MO KACKaIHI KOIOBI KOHCTPYKIIIi € EPCIEKTUBHIUM HAIPSMOM PO3-

BHUTKY Teopii 3aBaI0OCTIHKOTO KOyBaHHS, Ta YIOCKOHAJICHHS METO/IIB Ta aJITOPUTMIB 3a0e3MeueHHsT HeoOXiMHOi 3aBa-
JIOCTIMKOCTI mepenadi JUCKPETHUX MTOBiJOMIICHb.
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Memoro docriodcens € TiABUIIEHHS 3aBaIOCTIHKOCTI Mepeaayl JUCKPETHUX MOBIJIOMIIEHh Ha OCHOBI BUKOPHUCTAHHS
KacKaJHUX KOJOBHX KOHCTPYKIIH 3 MOKPAIIEHHUMH BIACTUBOCTSIMH B iH()OPMAIIHUX CHCTEMaX Ta Mepexax CIielli-
QJIBHOTO TIPU3HAYEHHS, Y T.4. Y CHCTEMaXx YIPaBJIiHHS Ta 3B SI3KY.

Hocsraenns 1iel MeTu OyJ10 pealti3oBaHO 3aCTOCOBYIOUH Memodu anredpu Komis, Teopii momiB [amya i Teopii uncen
JUISL pO3POOKHM 1 JTOCIIKEHHSI KaCKaJHUX KOJIOBUX KOHCTPYKIIH 3 ITOKPAIlEHUMH BIACTUBOCTSIMH; METOJM CTaTHC-
THUYHOT Teopii 3B’s3Ky, Teopii IMOBIPHOCTI 1 MaTeMaTU4HOI CTATUCTUKK JJIsl AOCIIIKEHHS 3aBaJJOCTINKOCTI Hepeaa-
Yi TUCKPETHHUX IMOBIJJOMJICHb 3 BUKOPHCTAHHSIM KacKaJHUX KOJOBHX KOHCTPYKIIH; METOIM Teopii aBTOMarTiB 1 Teo-
Ppii CKIIaTHOCTI 71 pO3POOKH MPOMO3HUIIIH MO pearizallil KacKaJHUX KOJIB 3 MOKPAIICHUMH BIACTUBOCTSMH 1 OLIHKA
CKJIQ/IHOCTI aJITOPUTMIB.

BupinieHHs mocraBieHoi METH peanizoBaHO Yepe3 PO3B’si3aHHs YaCTKOBHX 3aJ1a4, a caMe: po3po0KH iMiTaliitHoT Mojie-
JIi KaHaJly repesiadi AMCKPETHUX TTOBIIOMIIEHB; TOCIIKEHHS YI0CKOHAIEHOTO METOLy TOOY/IOBH KacKaJHUX KOJOBUX
KOHCTPYKIIiH 3 MOKPALIEHUMH BJIaCTHBOCTSIMH, MTPOLIEIYPH X CHHTE3Y 1 MPOrpaMHol peaizalii; JOCIiIKeHHs MOKpa-
IIEHOTO METOJY JEKOAYBaHHs, CTBOPEHOTO HA OCHOBI OOYMCIIIOBAJIBHOIO JITOPUTMY JCKOAYBAaHHS KaCKaJHHUX KOIO-
BUX KOHCTPYKIiH 3 iTepaTUBHUM OOMIHOM M’SIKMMH PILICHHSAMH 3 IPOTPaMHOI0 peallizalli€lo; Ta 3AiHCHEHHS aHai3y
3aBaJIOCTIMKOCTI Mepeadi AUCKPETHUX MOBIJOMIIEHb 3 BUKOPUCTaHHAM KaCKaJIHUX KOJOBMX KOHCTPYKIIH 1 0OTpyHTY-
BaHHS MPAKTHYHUX PEKOMEH/IAIliH 110 iX BIPOBA/KEHHIO.

Po3pobiiena iMiTaniiiHa MOJIeIb KaHaly repeiadi AUCKPETHUX MOBIIOMIICHb J03BOJIMIIA 3AIHCHUTH 1ITEpPaTUBHY IPO-
HEeIypy CTATUCTUYHOTO TECTYBAHHS KOMOBOI MOCIIOBHOCTI, 10 MPUIMAETHCS, /IS EMITIPHYHOT OLIHKK HMOBIPHOCTI
NOMMJIKH Ha OiT Ha BUXO/I JIeKoJiepa MU 3aJiaHiil Mexi TOBIp4Oro iHTepBalLy.

Hayroea nosuszna. BrockoHanieHa mporieypa OLiHIOBaHHS WMOBIPHOCTI TOMIJIKOBOTO MPUHOMY CHMBOJIIB IMOBII0-
MJICHHSI TTPY (PIKCOBAHOMY CITiBBITHOILIEHHI «CUTHAJI/TITyM).

Ipaxmuuna snauumicmo. TIpoBeneHi 3 BUKOPUCTAHHAM PO3POOJICHOT iIMITAI[IIHOT MOIEI eKCIIEPUMEHTAIBHI JOCITi-
JOKeHHS! e(DEKTMBHOCTI KacKaJHHUX KOJAOBHX KOHCTPYKIIH MOKa3aJik, IO NMPAaKTHYHE 3aCTOCYBaHHS PO3pPOOJICHOTO
METO/Y JICKOIyBaHHS 3 ITCPAaTUBHUM OOMIHOM M’SIKHMH PIIICHHSIMH JI03BOJISE 3a0€3MEUNTH BUCOKI TTOKA3HUKHU 3aBa-
JOCTIMKOCTI mepesayl IMCKPETHUX TOBIIOMIIEHb. A OTpUMaHi B pe3yJbTaTi MOJENIIOBAHHS €MITIPUYHI 3aJIeKHOCTI,
CXOJISITHCS 3 BIIOMUMH pe3yJbTaTaMy BUPILICHHs aHAJIOTIYHUX 3aBJaHb 1 JJO3BOJSIOTH (DOPMYIIOBATH PEKOMEHAALlil
II0/I0 BUKOPUCTAHHSA 1X Y KaCKaJHUX KOJOBHX KOHCTPYKIIifIX.

KorouoBi ciioBa: xanan nepesayi; 3aBaioCTiiiKuii Koz, TypOOKO/; M’ sIKe KOAYBaHHsI; KACKaHO-KOJI0Ba KOHCTPYKIIiL.

OBJECTIVE

At the present stage, an important condition for the
development of the information community in Ukraine
is the continuous improvement of the national telecom-
munications infrastructure. This requires the use of mod-
ern telecommunication technologies. One of the ways to
ensure a given reliability of information transmission is
the use of noise immunity code structures in the techni-
cal implementation of telecommunication systems and
networks.

This is especially true nowadays, when Ukraine is
under the influence of the aggressor on its territory, and
the efficiency of many systems depends on the timeliness
and security of discrete messages transmitted. Therefore,
there is a need to create communication systems that, on
the one hand, would reduce the transmitter power, save
frequency bandwidth, increase communication range,
and the ability to operate at low signal-to-noise ratios,
and, on the other hand, would increase the reliability of
information transmission.

The analysis of the operation of information systems
and communication networks in relation to the effective-
ness of existing expedients of noise-immunity coding has
shown that the greatest energy gain from coding during
information transmission is obtained by using convolu-
tional codes and parallel cascade code structures based

on them (turbo codes) [4, 5, 6]. At the same time, the
existing methods and algorithms for fast decoding are
not optimal in terms of minimizing the probability of
error, and the scheme with hard decisions does not allow
achieving high noise immunity for the transmission of
discrete messages.

Thus, research aimed at creating and studying new
methods for constructing and decoding cascade code
structures with improved properties is an urgent complex
scientific and technical task that will increase the noise
immunity of discrete message transmission.

One of the ways to study the operation of an informa-
tion system, using improved methods of constructing and
decoding cascade code structures with improved proper-
ties, and obtaining recommendations for their implemen-
tation is simulation modelling [2]. The main advantages
of using simulation modeling in the study and optimiza-
tion of complex information systems include:

— the speed of obtaining the necessary information;

— the ability to determine the efficiency of the system
with sufficient accuracy and avoid unnecessary material
costs;

— the ability to study the peculiarities of the system
functioning and vary the system parameters within any
wide limits, reproducing arbitrary, both real and hypo-
thetical, situations;
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— the ability to predict the behavior of the system and
evaluate the effectiveness of its functioning.

ANALYSIS OF RECENT RESEARCH AND
PUBLICATIONS

Analysis and comparative studies of known expedi-
ents of noise-immunity coding have shown that there is a
scientific and technical contradiction between the current
state of the scientific and methodological apparatus of the
theory of noise-immunity coding, the capabilities of the
applied error-correcting code systems, the existing meth-
ods and algorithms of noise-immunity coding (decoding)
and the necessary to practically ensure the specified level
of noise resistance of transmissions of discrete messages
in telecommunication systems and special-purpose net-
works, including transport. As shown by the results of
studies [3, 4, 5], the elimination of this contradiction can
be carried out on the basis of the development of promis-
ing cascade code constructions with improved properties.

In accordance with the general tendency in the devel-
opment of the theory of noise-immunity coding, methods
for forming cascade code constructions have also devel-
oped in two main directions.

Based on the further development of the first direc-
tion, which operates with tree-like codes with probabil-
istic procedures for synthesizing and decoding codes,
works [2, 3] investigated cascade code structures on con-
volutional codes in various embodiments with different
construction features.

In research [4, 5], cascade schemes of continuous and
block codes are proposed, which are widely used in mod-
ern mobile communication systems, data transmission
protocols of telecommunication systems and networks
for various purposes [6, 7].

Later, on the basis of cascade code constructions with
convolutional codes and soft decoding procedures, a new
direction in the theory of noise-immunity coding emerged —
turbo codes (parallel cascade code constructions on recur-
sive systematic convolutional codes) [8, 9, 10].

In the development of the second direction of the
theory of error-controlled codes, which operates mainly
with algebraic procedures for synthesizing and decoding
codes, ewxperdients and algorithms for cascading block
codes, including iterated codes and codes with error
localization, are proposed in [3, 4].

This area has been most developed with the advent of
algebraic methods for constructing and decoding linear
block codes [4, 5, 7], computationally efficient software
and hardware implementation procedures. Subsequently,
the well-studied cascade block codes, iterated codes, and
error localization codes were generalized into a new large
class of generalized cascade block codes, the algebraic
theory of construction and decoding of which is most
fully described in the following research [3, 4].

At present, a new direction has emerged on the basis
of turbo coding expedients and cascade block codes — tur-
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bo-productive codes, which combines both high noise-
immunity provided by soft iterative decoding procedures
and low computational complexity of implementation
peculiar to algebraic block coding methods [5, 6].

These features and advantages of turbo-productive
codes encourage further development of this area in the
theory of noise-immunity coding, improvement of expe-
dients and algorithms for constructing and decoding
promising cascade coded structures with improved prop-
erties for increasing noise immunity and transmitting dis-
crete messages.

This area has been most developed with the advent
of algebraic methods for constructing and decoding lin-
ear block codes [8, 9], computationally efficient software
and hardware implementation procedures. Subsequently,
the well-studied cascade block codes, iterated codes, and
error localization codes were generalized into a new large
class of generalized cascade block codes, the algebraic
theory of construction and decoding of which is most
fully described in [2, 3].

The aim of the study is to increase the noise immu-
nity of discrete message transmission through the use
of cascade code constructions with improved properties
in information systems and special-purpose networks,
including control and communication systems.

To achieve this goal, we used:

— the expedients of code algebra, Galois field theory
and number theory for the development and research of
cascade code structures with improved properties.

— the expedients of statistical communication theory,
probability theory and mathematical statistics to study the
noise immunity of discrete message transmission using
cascade code constructions.

— the expedients of automata theory and complexity
theory to develop proposals for the implementation of
cascade codes with improved properties and to assess the
complexity of algorithms.

The research object is the process of increasing the
noise-immunity of discrete message transmission using
cascaded code structures with improved properties.

The research subject is a model of construction and
decoding of cascade code structures with improved prop-
erties.

BASIC MATERIAL

As a result of the analysis of the existing expedients
of building and decoding cascade code structures, the fol-
lowing were proposed:

1. Algebraic procedures for the synthesis of devel-
oped cascade code structures, using non-binary block
codes (RS codes and algebra-geometric codes). The
developed algebraic procedures made it possible to prac-
tically realize the synthesis of the proposed cascade code
constructions with improved properties.

2. An improved expedient of soft decoding of cascade
code structures with iterative exchange of soft solutions,
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which differs from known expedients by an accelerated
procedure for selecting test equations with the most reli-
able symbols, which allows decoding of code words
according to the criterion of minimizing false reception
of symbols and speeding up the turbo process — decoding
of cascade codes.

In order to check the performance and evaluate the
effectiveness of the developed expedients, a simulation
model of the discrete message transmission channel was
developed based on cascade code structures and decod-
ing methods with iterative exchange of soft solutions:

(Fig. 1).

Fig. 1. Schematic of the model of a discrete message
transmission channel based on cascade code constructions and
decoding methods with iterative exchange of soft solutions:

1 — message source simulation unit, 2 — coding unit, 3 — data
transmission channel simulation unit, 4 — decoding unit, 5 —
discrete message recipient simulation unit, 6 — matching unit,
7 — statistical processing unit for experimental results

The proposed simulation model structurally consists
of a discrete message source simulation unit 1, a linear
cascade block code coding unit 2, a data transmission
channel simulation unit (AdditivewhiteGaussiannoise,
AWGN) 3, decoding unit with iterative exchange of soft
solutions design 4, simulation unit of the receiver of dis-
crete messages 5, matching unit 6 and statistical process-
ing unit of experimental results 7.

Simulation’s block of the source of discrete messag-
es | simulates the performance of the source of informa-
tion (that is, the source of discrete messages) in the form
of probabilistic procedures for the formation of informa-
tion symbols.

Encoding block 2 with a linear cascade block code,
simulates the operation of an noise-immunity encoding
device [2] and implements algorithms for converting
information sequences into blocks of code symbols (code
words).

The AWGN 3 data channel, or rather its simulation
block, distorts the code symbols in the channel.

Decoding block 4 implements procedures for soft tur-
bo decoding of the code cascade word. The performance
of the decoding unit 4 is based on an improved algorithm,
an improved expedient of soft decoding, which allows
you to obtain an estimate of the soft output of the decod-
er, the resulting estimate and the symbol c(j) after per-

forming a given number of iterations of turbo-decoding
of a cascade code structure containing ;; complex codes.

Block of simulation of the receiver of discrete mes-
sages 5, simulates the operation of the receiver of infor-
mation.

The AWGN 3 data channel, or rather its imitation
unit, distorts the code symbols in the channel.

To verify and analyze the proposed coding and decod-
ing algorithms, the model includes a statistical processing
unit for the results 7. This unit analyzes the coded and
decoded words and, according to the proposed methodol-
ogy [2], calculates the probability of erroneous reception
of the coded symbol and the accuracy of the correspond-
ing estimate.

The model works as follows.The functioning of the
simulation model begins with the procedure for initializ-
ing the parameters of the cascade code structure (number
of cascades and parameters of the component codes), the
parameters of the decoder with iterative exchange of soft
solutions (number of iterations and features of the forma-
tion of the solving function) and statistical parameters for
processing experimental results (setting the confidence
interval or ), confidential probability, the range of signal-
to-noise ratios in which experimental studies will be con-
ducted).

Next, the message source 1 generates an informa-
tion sequence that is sent to the coding unit 2 by a linear
cascade block code. The generated codewords are sent
to the transmission channel simulation unit 3. Due to the
interference that exists in any transmission channel, a
distorted codeword is obtained from it, because the unit
simulates the distortion of the code signal. This word is
sent to the decoding unit 4 with an iterative exchange of
soft decisions between the component decoders of the
cascade code construction.The decoded codeword is sent
to the unit for simulating the recipient of discrete mes-
sages 5 and the unit for statistical processing of experi-
mental results 7.

The block of statistical signal processing 7 calculates
the estimate of the probability of false reception of a code
symbol and the accuracy of the corresponding estimate.
If the value of the accuracy of the estimate corresponds
to the given (at a fixed (specified) confidence probability
for the given “signal/noise” ratio), the operation of the
simulation model is stopped, the obtained estimate of the
probability of false reception of the code symbol symbol
is taken as a probability. Otherwise, the simulation con-
tinues until the occurrence of an event, when the obtained
accuracy of the estimate will meet the target.

To test the work of the developed simulation model
of the discrete message transmission channel, a program
was created in the high-level Delphi language that imple-
ments algebraic coding procedures and the soft decoding
method with iterative decision exchange, as well as sta-
tistical processing of experimental results.
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In Fig. 2 it is shownthe main input-output form of
the software implementation of the developed simulation
model of the discrete message transmission channel.

At the top of the form is the main field for directly
displaying the process of forming information sequenc-
es and the corresponding code words of the iterative
code.

In the middle part of the input-output form there
are two service fields designed to display the estimation
results: in the left field — the logarithm of the likelihood
ratio as a result of channel measurements by the receiver;
in the right field — the logarithm of the a priori probability
ratio equal to the value of the logarithm of the ratio of the
likelihood functions of the binary code symbols C, and
C,, as aresult of decoding at the previous iteration of the
turbo decoder. At the first iteration of turbo decoding, the
data are considered to be equally likely, which gives an
initial a priori value of zero.

In the lower part of the input-output form there are
two fields designed to display the results of evaluating
hard decision symbols: in the left part, binary data is dis-
played as a result of evaluating the received signals with
a hard decision (before decoding); in the right part, binary
data are displayed as a result of evaluating the code sym-
bols with a hard decision (after decoding).

At the bottom of the input-output form are the keys
for controlling the modeling process. The “m1” and “m2”
fields are used to set the parameters of the code structure
(see the example at the end of Chapter 3). The Data Zero

- .
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button is used to zero the information sequence and the
corresponding codeword.

The “Data randomly” key is intended for pseudo-ran-
dom generation of the information sequence by the built-
in random number generation procedure.

The “Encode” key is used to generate the code word
of the iterative code corresponding to the entered infor-
mation sequence. The “E/N, dB” field is used to enter the
ratio of the binary signal energy to the noise power spec-
tral density at which the AWGN channel will be modeled.

The “Accept” button is used to simulate the AWGN
data transmission channel by generating a random varia-
ble and artificially distorting the useful signal. To do this,
the noise variance in the AWGN channel is calculated:
where is the relative redundant code rate, which is calcu-
lated using the previously entered values “m1” and “m2”.
A random variable with a normal distribution is generated
by the built-in “RandG” procedure.

The “Load” key is used to generate a mixture of use-
ful signal and noise, as well as to set the initial states of
the turbo decoder.

The “Decoder” key is used to start the turbo decod-
ing process. One press of the button corresponds to one
decoding iteration. At the end of each iteration, the fields
on the right side in the middle and lower part of the input-
output form are updated, that is the values of the loga-
rithms of the a priori probability ratio are updated accord-
ing to the value of the logarithm of the ratio of the likeli-
hood functions of the binary code symbols as a result of
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Fig. 2. The main form of input-output of the developed simulation model of the discrete message transmission channel
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Table 1. Recommended parameters of turbo productive codes

The number and parameters of component codes

(15,11,3)(15,11,3)

(15,11,3)(31,26,3)

(31,26,3)(31,26,3)

(15,11,3)(63,57.3)

(31,26,3)(63,57,3)

(63,57,3)(63,57,3)

(15,11,3)(15,11,3)(15,11,3)

(15,11,3)(15,11,3)(31,26,3)

(15,11,3)(31,26,3)(31,26,3)

(31,26,3)(31,26,3)(31,26,3)

(15,11,3)(15,11,3)(63,57.3)

(15,11,3)(31,26,3)(63,57.3)

(31,26,3)(31,26,3)(63,57.3)

(15,11,3)(63,57,3)(63,57,3)

(31,26,3)(63,57,3)(63,57,3)

(63,57,3)(63,57,3)(63,57,3)

decoding and the corresponding binary data are updated
as a result of the evaluation of the accepted code symbols
with a hard decision after this decoding iteration.

Thus, the above mentioned controls and input-output
fields allow you to explore the turbo decoding process in
a step-by-step mode with an iterative exchange of soft
solutions.

Simulation modeling of performance of the discrete
message transmission channel using high-quality cas-
cade code structures and pipe decoding with iterative
exchange of soft solutions confirmed the correctness of
the research results and the existence of a relationship
between the probability of erroneous reception of sym-
bols and the length of the cascade code structure, namely:
in the channels transmission of data with a high prob-
ability of erroneous reception of phase-manipulated sig-
nals, it is necessary to use cascade code structures with
short composite codes; when improving the quality of the
data transmission channel, it is necessary to increase the
length of the code to sharply reduce the probability of an
error at the output of the decoder.

The developed simulation model makes it possible
to study and analyze the behavior of the dependence
of the error probability on the number of turbo decoder
iterations, which allows us to draw adequate conclusions
about the effectiveness of the proposed decoding method
and justify recommendations for its practical use.

DISCUSSION OF THE RESULTS

The obtained research results should be used to
increase the reliability of discrete message transmission
in telecommunication systems and special-purpose net-
works, in particular in control and communication sys-

tems. The main difference between the organization of
the transmission of discrete messages in such systems is a
system of strict restrictions on the transmission time and
the reliability of the transmitted data.

It should be noted that the information circulating
through communication channels is transmitted either
in short formalized messages or in data packets of small
length (from several hundred to several thousand bits). In
such conditions, it is most advisable to use turbo-perfor-
mance codes with the number of component codes 2-3
and the length of each component code 24-26.

Table 1 shows the recommended parameters of itera-
tive codes for their use in conjunction with the developed
turbo decoding method.

The results of simulation modeling showed that the
application of the developed algorithms for constructing
cascade code structures with improved properties, the
structural scheme of the noise-immunity coding device
for data transmission over an AWGN channel allowed to
reduce the probability of decoding error and obtain an
energy gain of 4.5-5.5 dB.

CONCLUSIONS

Thus, an important scientific and technical task has
been formulated and solved, which consists in develop-
ing expedients and algorithms for constructing cascade
code structures with improved properties to increase the
noise immunity of discrete message transmission.

The use of cascade codes with the recommended
parameters when using the developed soft decoding
method will increase the noise immunity of data trans-
mission over channels with random errors and ensure the
required reliability of information.
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